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Abstract

This paper presents an emergency control strategy, which
serves to counteract a cascading disturbance in a large power
system that would eventually lead to a blackout. The strategy
is composed of two parts: after a disturbance, a real-time
controlled islanding algorithm based on slow coherency of
synchronous generators and k-means clustering splits the
system into autonomously operating parts. The imbalances
between load and generation are then accounted for by gener-
ator tripping in the generation-rich islands and a novel type of
under-frequency load shedding in the load-rich islands, if the
available primary control reserves are insuf�cient or too slow
to stabilize the frequency. As opposed to the under-frequency
relays in substations which are often used nowadays, the
system considered here utilizes a �smart home� communica-
tion and control infrastructure for assigning frequency thresh-
olds to individual appliances owned by consumers. Pervasive
availability of this infrastructure is assumed. The strategy is
evaluated in time-domain simulations using the IEEE 118-bus
system. I.
I. Introduction

Traditionally, transmission grids used to serve as a means to
transport electricity from the power plants to the consumers,
and as a tool for mutual assistance in case of emergencies.
In the recent years, however, they have become a complex
platform for shifting growing power volumes across entire
continents. Market developments result in higher cross-border
and long-distance energy exchanges. Other cross-continental
power �ows result from the fast and successful development
of intermittent energy generation with limited predictability,
e.g. wind power. These developments were not taken into
account in the original system design, and consequently lead
to a system operation which is closer to the stability limits.

In a highly loaded power system in which the operational
safety margins tend to be reduced more and more, it is
more likely for a common disturbance to drive the system
into a wide-area blackout through cascading events. This
indicates the need of a more coordinated solution to mitigate
the potential impact of failures. This paper proposes a new
methodology to alleviate the undesirable effects that large
disturbances might lead to. The proposed scheme consists
of a rapid controlled islanding method followed by a novel
customer-level load shedding policy. Both techniques can also
be used separately, although signi�cant synergies can arise
from a joint implementation.

Controlled islanding partitions the disturbed system into
smaller islands based on slow-coherent generators and con-

sidering the minimum load-generation imbalance applying ma-
chine learning techniques. This action prevents the spreading
of the failure in the whole system and therefore leads to a
smaller restoration time. The customer-level load shedding
serves to mitigate the impact of the power imbalance inside
each island. This decentralized shedding capability is enabled
by the usage of �smart home� infrastructure which intercon-
nects individual household appliances, allowing to disconnect
low-priority load for disturbance mitigation in order to keep
the impact on customer comfort low. Bene�ts of this scheme
are particularly evident when large amounts of generation are
present on the distribution level, as conventional load shedding
would lead to an additional loss of generation.

The proposed islanding and customer-level load shedding ap-
proach is tested on the IEEE 118-bus, 19-generator benchmark
network. Its effectiveness is veri�ed in the presence of a
disturbance which is likely to cause a cascading failure if left
unmitigated.

This article is organized as follows: Section II presents the
controlled islanding method, describing the k-means clustering
methodology for the partitioning of the power system net-
work. Section III introduces the customer-level load shedding
system, which includes some literature review, elaboration
of the system design, mathematical formulation of the load
shedding problem and a tuning method for the frequency
thresholds1. Section IV presents a case study including dy-
namic simulations of the 118-bus system, in which both the
controlled islanding and the under-frequency load shedding
are simulated to mitigate the impact of a line fault moving the
system towards angle instability. Conclusions and suggestions
for further research are presented in section V.II.

II. Controlled Islanding

A. Literature Review

Controlled islanding has been proposed by a handful of re-
searchers as an appropriate corrective control measure against
large disturbances. Partitioning the system into subnetworks
with slightly reduced capacity helps to contain the disturbance
and leads to a faster restoration of the network to its initial
state. If the controlled islanding strategy is successful, then
less or � optimally � none of the generators will trip and as a
result less load shedding will be required.

Several approaches can be found in the literature about how to

1Note that the nomenclatures for describing the controlled islanding and
the load shedding parts are distinct, i.e. the same symbols may be used
for different purposes. As both parts can be formulated and used separately,
merging the notation does not seem necessary.
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In our case the matrixP is the Admittance Matrix of
the system, from which all the rows and columns not
corresponding to generator buses will be eliminated, so
that Pnew = Y busreduced.

2) Calculate the matrixK . K is a matrix of entrieskij ,
with:

kij = vi vj B ij cos(� i � � j ); (9)

kii = �
nX

j =1 ;j 6= i

kij ; (10)

wherevi ; vj are the node voltages,B ij is the imaginary
entry i; j of the reduced admittance matrixY busreduced

and� i ; � j are the voltage angles.
3) Calculate the M � 1K matrix where M =

diag(m1; m2; : : : ; mn ), mi = 2H i

 , H is the inertia,


is the base angular frequency.
4) Calculate the eigenvalues and eigenvectors of the

M � 1K matrix.
5) Select the� slowest modes, i.e. the� eigenvalues with

the smallest absolute value, and identify the eigenvectors
belonging to these eigenvalues. Form an eigenbasis
matrix V from these eigenvectors.

6) Apply Gaussian elimination with complete pivoting to
matrix V in order to obtain the set of reference states.

Rearrange the rows of the initialV matrix, so thatV =
[V1V2]T with V1 referring to the reference states.

7) ComputeL for the set of reference states chosen in the
previous step, withL = [ ` ij ] andL = V2V � 1

1 .
8) Construct the matrixL g which de�nes the states in each

area.L g is called the grouping matrix withL g = [ gij ],
wheregij 2 f 0; 1g. The value closer to 1 in each row of
the L matrix is set to 1 and all the rest are set to zero.

The algorithm groups the generators into� coherent groups
with respect to the� slowest modes. The parameter� must
be given as an input. In matrixL g the machines are strictly
assigned to only one of these groups. For a more detailed
description of the algorithm, the reader can refer to [3].

1) Modi�cation of the Weighted Adjacency Matrix:The slow
coherency groups give us a �rst indication of how the gen-
erators might behave when a disturbance occurs. Generators
belonging to the same group have the tendency to swing
together. As soon as the groups of the generators have been
determined, the Weighted Adjacency Matrix is modi�ed. The
distances between generators belonging to the same coherent
group are decreased. The following procedure is followed:

� For every pair of generators belonging to the same
coherent group do:

1) Find the shortest path connecting two
generator busesgi , gj . Let path(gi ; gj ) =
f bus1; bus2; : : : ; busi ; : : : ; busn � 1; busn g, with
bus1 = gi andbusn = gj .

2) Decrease the distances between the buses:

w(bus1; bus2) = Ccohw(bus1; bus2)
...

w(busi ; busj ) = Ccohw(busi ; busi +1 )
...

w(busn � 1; busn ) = Ccohw(busn � 1; busn )

;

whereCcoh < 1:

E. Criterion 2: Angle Deviation

The Modi�cation of the Weighted Adjacency Matrix based
on the relative angle deviation takes place in real time. The
objective of this step is to decrease the distances between
generators with similar rotor angles and at the same time
increase the distances between groups of generators with
deviating rotor angles. The algorithm receives as an input
the groups of machines with similar angles, which are being
identi�ed when the disturbance is detected. Its output is the
modi�ed Weighted Adjacency Matrix. The procedure is the
following:

� For every pair of generators belonging to different groups
do:

1) Find all the paths connecting two
generator buses gi , gj which belong to
different groups2. Let path(gi ; gj ) =

2Finding all the paths connecting two vertices of a graph is anNP problem.
But given the fact that we are interested only in the branchesemanating from
gi and the branches arriving atgj (see next step of the algorithm), the search,
with certain constraints, can have polynomial complexity.



f bus1; bus2; : : : ; busi ; : : : ; busn � 1; busn g, with
bus1 = gi andbusn = gj .

2) For every path, increase the following distances:
w(bus1; bus2) = w(busn � 1; busn ) = Cdiffang,
whereCdiffang >> 1.

� For every pair of generators belonging to the same group
do:

1) Find the shortest path connecting two generator
busesgi , gj .

2) Decrease the distances between the buses:

w(bus1; bus2) = Csimangw(bus1; bus2)
...

w(busi ; busj ) = Csimangw(busi ; busj )
...

w(busn � 1; busn ) = Csimangw(busn � 1; busn )

;

whereCsimang< 1:

Splitting the system into islands with similar relative angles
plays an important role for the stability of the islands. There-
fore, the modi�cation of the weights in this step is quite brute.
Right after this step the Distances Matrix is formed.

F. Criterion 3: Load-Generation Active Power Imbalance

This part of the algorithm also takes place in real time.
As an input the Distances Matrix is required, as well as
the current active power production and consumption on all
the buses. The algorithm determines which neighboring load
buses each generator can supply with power. The distances
between these buses and the generator decrease, while for the
rest the distances remain unchanged. The distances between
neighboring generator buses are not decreased either. For each
generating bus the procedure is as follows:

1) Identify the rest of the generating buses and set their
distance to dist(genbus; i) = max j dist(genbus; j) + 1 .

2) Sort the buses from minimum to maximum distance
from the selected generating bus.

3) Form a column vectorlp with the consumed active
power corresponding to the sorting of the load buses
in the previous step.

4) Calculate the cumulative sum of thelp, i.e. in each row
is stored the sum of the active power of the previous
rows; store it in the vectorsumlp.

5) Subtract from each row of the vectorsumlp the active
generating power of the selected initial generating bus
and store it in the vectornetsumlp.

6) The rows of thenetsumlp vector with negative elements
correspond to the buses which can be supplied from the
selected generating bus. These buses should decrease
by a certain reduction factor their distance from the
selected generating bus. The reduction factor is de�ned
asCimbalance, with Cimbalance< 1.

As soon as the Distances Matrix is modi�ed, thek-means
clustering is ready to take action.

G. k-means Clustering Parameters
Controlled islanding based on thek-means approach presents
certain advantages. The time needed for the execution of the
real-time part of the algorithm is in the scale of milliseconds
(see Table I). Therefore, it can act in real time and adapt to the
current situation, potentially taking into account intermittent
power generation, when calculating the load-generation imbal-
ance. It is also modular as different criteria can be incorporated
by modifying appropriately the Weighted Adjacency Matrix
or the Distances Matrix. The successful determination of
the islands depends on certain parameters. In order for the
algorithm to behave optimally in most cases, it is importantto
set appropriately the factorsCcoh; Cdiffangle; Csimangle; Cimbalance

for the different criteria, the number of clusters, as well as the
initial set of centroids.

In the presented algorithm, the number of clusters is de�ned
to be the same as the number of groups determined in the
angle deviation part. The buses which will serve as the initial
set of centroids are de�ned as the generating buses with the
largest power production in each of the groups determined in
the angle deviation part. The following values are set for the
rest of the parameters:Ccoh = 0 :8; Cdiffangle = 100; Csimangle=
0:1; Cimbalance= 0 :7. Execution times have been measured for
all the parts of the controlled islanding algorithm. The power
system used was the IEEE 118-bus system with 19 generators
[11], which is split in 2 groups. The mentioned time period is
the average time needed for the execution of each algorithm
part after completing 20 iterations. The average as well as the
maximum time measured are presented in Table I.

The results for more groups are similar. E.g. for the Modi-
�cation of the Weighted Adjacency Matrix according to the
rotor angle deviations, which is the most time-consuming part
during real-time, an average time of0:1453 s was measured
with maximum time observed0:2104 s for 4 groups. The
simulations were carried out with an IntelR
 CoreTM2 Quad
2.83 GHz processor with 8 GB RAM.

Results demonstrating the performance of the proposed con-
trolled islanding approach during disturbances will be pre-
sented in section IV-F. Statistical analysis of the overall
performance is an objective for future work.

It is most likely that, after a disturbance, the islands formed
with the controlled islanding have a load-generation imbal-
ance, which cannot be compensated by the action of the pri-
mary frequency controllers. Therefore, under-frequency load
shedding schemes must be utilized in order to stabilize the
system. Such an approach is presented in the following.

TABLE I
COMPUTATION TIME OF REAL-TIME ALGORITHMS

Average Time Maximum Time
Off-line part
Coherent Groups 1:501 s 1:9844 s
Real-time part
Angles - Weight Mod. 0:1535 s 0:2099 s
Load-Gen Imbalance -
Weight Mod. 0:031 s 0:040 s
k-means 0:0019 s 0:0152 s
Trip Lines Identi�cation 0:0012 s 0:0119 s
Real-time Total 0:1876 s 0:277 s





control of home appliances. At the same time, sophisticated
load management approaches requiring two-way communi-
cation are enabled. Novel business cases may be created
by the electricity utilities, e.g. for control reserves provided
by aggregated and coordinated groups of �exible household
appliances [27]. Customer-level load shedding provides an
additional bene�t by increasing the security of supply whilst
utilizing the same infrastructure.

While the idea of building automation is already very present
in today’s commercial and industrial facilities, home automa-
tion approaches have not yet managed to pass the threshold
towards a mass implementation in consumer households. This
is mainly due to high cost, lack of standardization and cumber-
some installation and maintenance of in-house communication
and control systems. However, recent developments show
signi�cant advances towards commercialization and mass
implementation of home automation enabling technologies,
e.g. powerline and wireless communication systems that can
be integrated into home appliances, consume low amounts of
power and may be produced in high quantities at low cost.
These developments appear to support the idea of a future
wide-spread implementation of �smart home� technologies.

D. System Design Principles

Several degrees of freedom exist in the design of the customer-
level load shedding system. In a large power system with
several million appliances spread throughout the system in
individual households and commercial buildings, the �ows of
information have to be designed such that sensitive informa-
tion is protected, the system is ensured to react as expected,
clear advantages over more conventional approaches exist, and
the operation is feasible from a practical point of view. These
aspects are addressed by the following design principles which
characterize the load shedding system developed in this work:

1) Non-transparency of the customer,
2) Centralized off-line computation, decentralized on-line

disturbance reaction,
3) Category-wise appliance clustering,
4) Consideration of the �value of lost load� or similar

ranking criteria,
5) Robustness towards varying system inertia,
6) Emulation of ramp-wise load shedding for smooth brak-

ing of the frequency decay.
Each of these points is justi�ed and discussed with respect to
its implications in the following.

1) Non-Transparency of the Customer:The �rst and obvious
requirement established for the customer-level load shedding
is that the customer should not lose privacy with respect to
the possession and operation of appliances present on his or
her premises. In fact, the adequate consideration of privacy
concerns is recognized to be a major factor in the design of
�smart home� and �smart grid� technologies [28]. This point
is taken into account through the anonymous collection of
aggregated data without the necessity to directly address and
track individual households or even appliances.

2) Centralized Off-Line Computation, Decentralized On-Line
Reaction: As a centralized triggering of shedding actions
on individual consumers’ premises may be too slow and
unreliable for under-frequency load shedding, an autonomous
reaction of the consumer loads is considered. It is assumed
here that the system frequency can be measured locally in
individual households and commercial companies by the in-
house equipment, and shedding actions according to pre-
set frequency thresholds can be triggered. As accurate rate-
of-frequency measurements are quite costly, the customer-
level load shedding system shall not rely on this information.
Furthermore, it is clear that a 100 % system penetration with
customer-level load shedding capability may take a long time
to realize. Thus, the system has to be designed such that it
can coexist with existing feeder-wise load shedding schemes.

3) Category-Wise Appliance Clustering:In order to avoid a
high number of decision variables for the setting of frequency
thresholds, the appliances should be clustered according to
categories. Because of consumer-induced usage pro�les, it
appears practical to de�ne the categories according to the
function of the appliances. These categories account for spe-
ci�c portions of load during the day, which implies that the
customer-level load shedding should be adaptable according
to the load situation. Another advantage is that the value
associated with operating these similar appliances at a speci�c
time can be assumed approximately uniform. This implies a
constant �value of lost load� for the appliances within the same
category.

4) Consideration of the ”Value of Lost Load”:The �value
of lost load� (VOLL) is a well-established term for the cost
of a certain electricity outage. It is usually given in monetary
units per kWh of energy not supplied to a customer. Different
methodologies exist for such quanti�cation, such as the assess-
ment of costs through macro-economic modeling, surveys on
the customers’ directly incurred costs or on the willingness
to pay for the avoidance of an outage, or empirical studies
on the effects of major blackouts. Considering additionally
the regional diversity of consumer structures and the usage
of electricity, it is close to impossible to state universally
applicable numerical values for outage costs. This argument
is supported by the high diversity of VOLL assessments in
the international literature, which is summarized in several
surveys combining these results, e.g. [29], [30]. It can be seen
that even the relation between residential and industrial load
can be signi�cantly different, as can be seen e.g. in [31] which
states a relatively high value for the residential VOLL.

These �ndings suggest that, for the purpose of this paper, an
assumption has to be made concerning the VOLL of different
customer categories and load classes. This can be adapted
towards more reality-based values when a more detailed study
for a speci�c country shall be conducted. The concept shall be
designed such that a change of VOLL assessments can easily
be integrated into the system.
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Fig. 10. Distribution of load onto the distribution feeders

TABLE VI
ASSUMED CUSTOMER CATEGORIES IN 118-BUS SYSTEM

Customer Category Region 1 Region 2 Region 3
Residential 70.00 % 20.00 % 50.00 %
Industrial 20.00 % 70.00 % 10.00 %
Commercial 10.00 % 10.00 % 40.00 %
Bus numbers 1 � 33; 34 � 74; 75 � 112;
belonging to cat. 113 � 115; 117 116 118

2) Customer-Level Load Shedding:In order to parameterize
the customer-level load shedding, the load classes have to be
created �rst. In this present work, this is entirely assumption-
based, however reasonably realistic. In a �rst step, the 118-bus
system is divided in three regions, which are assumed to have
different compositions of customer categories (residential,
commercial, industrial). The assumed shares of each customer
category in the regions is summarized in Table VI.

The customer categories are now subdivided into subcate-
gories, the total set of which constitutes the load classes for
the customer-level load shedding. In Table VII, the 14 load
classes created for the present system are summarized. In the
column �Rel. Share�, the percentage is stated that the load
class accounts for with respect to its customer category. This
is actually only valid for one speci�c load situation, and will
consequently vary during the course of the day. Based on
the calculations performed in this paper, a category-wise load
pro�le can easily be used for the creation of time-dependent
frequency threshold assignments. For details on the time-
varying load shedding potential of residential customers with
exemplary calculations for Germany, see [36].

Assumptions for the �value of lost load� per customer category
are shown in the colum �VOLL(category)�. Note that the
VOLL value is expressed in EUR/kWh of energy not supplied
� which means that a certain load shedding action has to
be combined with an assumed outage duration in order to
yield a monetary value. We assume this to be 1 hour for
the load shedding actions that are performed in the presently
simulated cases. This may be exaggerated in the case of
smaller-scale shedding actions. However, in case of larger
disturbances causing under-frequency situations in the entire
system, the actual outage duration will probably be higher.
For a direct comparability of the results, the VOLL value
should be calculated by estimated outage durations based on
the magnitude of the disturbance. This, however, is beyond the
scope of this paper.

Fig. 11. Legend of the load classes for load shedding plots

As further presented in Table VII, a VOLL modi�er is intro-
duced in order to rank the customer comfort loss brought about
by the disconnection of speci�c appliance types. With this,
the modi�ed VOLL(class) is derived. Next to this column, the
assumptions about customer-level load shedding penetration
are summarized, which is a moderate 50 % for selected appli-
ance types in the present case. The frequency thresholds f cl,1

thr,in
and f cl,2

thr,in are calculated based on the algorithm presented in
section III-G. Finally, the load shedding time delays are stated
(identical detection time related to measurement transients,
shedding-system-related tripping time).

Now the load shedding system performance is analyzed by a
static calculation of the remaining load according to system
frequency. This is done for the simulated Cases 1 and 2, Case
3, and Case 4. The main purpose of this calculation is to gain
an understanding of the interaction between the customer-level
and the conventional load shedding system, which in�uence
each other in spite of the fact that they operate in different
frequency ranges. Note that this in�uence does not occur in
operational terms, but rather due to the two shedding systems
operating on the same loads.

Figures 12, 13 and 14 depict the remaining system load
according to bus in MW (top plot), the shed load according to
load class (middle plot) and the cumulated VOLL according
to class (bottom plot). For the plots referring to load classes,
the legend presented in Fig. 11 holds. It is important to note
that in Fig. 13 the conventional load shedding is impacted
in two ways: �rst, the actual system load is less than what
the conventional load shedding was designed for: in fact,
the �rst shedding stage of the stage plan has already been
ful�lled before even reaching it. The second effect is that the
shed load per stage is reduced, as part of the load on the
shed feeders is already off. These effects can be desirable or
not. If a performance of the system with customer-level load
shedding similar to the conventional system is desired, this
can be achieved by adapting the frequency thresholds of the
conventional load shedding as shown in Fig. 14. In this case,
the �rst load shedding stage is completely eliminated, and the
others are just adapted by some percent in order to meet the
thresholds stipulated in the stage plan.



presented. The system is simulated with a constant time step
size of 10 ms. Event-handling as described in [35] is performed
for important system events outside of the normal step size in
order to capture the exact instants of signi�cant discontinuous
changes in the dynamics.

In all result plots (Figures 15, 17, 18, and 19), the structure
is as follows: from top to bottom, the rotor angles, the
generator frequencies, the measured bus frequencies (by PLL
measurement), the remaining load at the buses and the totally
incurred value of lost load are shown. The latter is based on the
assumption that the outage duration is equal to 1 hour, which
may be realistic in the case of a soft load shedding scheme
which contains the disturbance and enables quick reactivation
of the shed load. In the case of a more signi�cant impact on
the system (which is shown in Case 1), an outage time of 1
hour will probably be an under-estimation. As the duration of
the outage depending on the disturbance and system reaction
is not modeled in this work, this point has to be kept in mind
when comparing the results.

Note that the rotor angles are simulated without a �xed
reference. Thus, if the entire group of rotor angles ”�oats”
through the angle space together, this does not cause any
problems. Relevant is only the rotor angledifferencebetween
the generators.

1) No Islanding, C-UFLS: The �rst case, which includes
only conventional load shedding and no controlled islanding,
is shown in Fig. 15. After the disturbance at 0.1 s, the
rotor angles split themselves into two groups. The �rst group
corresponds to the generators 103 and 111, while the second
group contains the rest of the generators. The angles of the
�rst group, which is located in the direct vicinity of the fault,
deviate signi�cantly from the rest of the generator angles.
This would cause these two generators to fall out of step and
to consequently be tripped by the out-of-step relay after a
certain number of asynchronous cycles, which is not explicitly
modeled.

At the same time, the frequencies of generators 103 and
111 decay to values below 47.5 Hz, which would also cause
them to trip. Note that this signi�cant spread between the
two deviating generators and the rest of the system happens
although they stay connected to the rest. The reason for thisis
the long ”electrical distance” between the vicinity of the fault
and the rest of the grid. This is also re�ected in the measured
bus frequencies, which show large deviations at a group of
buses and almost no deviation in the rest of the system. The
deviating group corresponds to the frequencies of buses 103,
104, ..., 112, all of them located near the fault location.

The conventional load shedding system only reacts on the
buses where under-frequency is detected. For that reason, the
disturbance results only in slight load shedding during thesim-
ulation, which takes place on the buses with under-frequency
mentioned above. However, if the tripping of generators by
under-frequency and out-of-step relays was explicitly modeled
here, a larger lack of active power would arise in the whole
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Fig. 15. Simulation result for case 1: no islanding, C-UFLS

system which would further provoke frequency decrease and it
would likely lead to a widespread blackout. The value of lost
load, which is incurred by the load shedding and shown in the
lower plot, reaches 6 million Euros after 1 second. This result
is based on the simulated situation (without generator tripping)
and on the assumption that the supply is restored after 1 hour,
which may be a signi�cant under-estimation. The real VOLL
in such a case would most probably much higher.

In order to prevent the spread of the failure throughout the
whole system by cascading failures, an effective emergency
control action would be the application of a controlled island-
ing strategy as shown in the next case.






